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RISK REGISTRY
(A) OBJECTIVE RISK ASSESSMENT
DIVISION:  FINANCE AND ADMINISTRATIVE DIVISION - RECORDS SECTION
PROCEDURE: HANDLING INCOMING & OUTGOING COMMUNICATION/DOCUMENTS
I::E:EVANTD EXISTING RISK ASSESSMENT RISK CONTROL PLAN
RELEVANT CONSEQUENCE RISK ACTION
PARTIES t POTENTIA K ER RISK
OBJECTIVE ISSUE(S) (tErtd ||| RO LRIE: || RISKTRIGG (Positive or Negative) | CONTROL | mpact | ukeunoon |petecrion| ravivg |RSKLEVEL| g ye | conrnop | REN(Rik [PLANUfrsk)  peqpouqme | imevive | mesounce
IP Matrix for MEASURE (LM.H) ACTION Priority No.) | rating Is
Requirements) significant)
Back up
Poor Sinal Delayed reciept of|Limited access of] Internet
LA Communications Internet Service
Delayed routing of |Provider
Voluminous communications to |Established
commmunication Delayed delivery of] concern Division  [cut off time
s/documents for Outgoing Brown Out for emails
processing and Communication and
releassing courier)
90% of Incoming and RO
Outgoing RLAs, CSOs, CO, |Incidence of error/ L o
Communications/ FO, LRIs, NGOs |return of released Abse.nce o} auto.matlc 3 3 2 £ NS NS 4 M NA A NA
Official next in rank
Documents documents/ it will si
communications ghaturies thegn
Delay;i::ce!pt Delayed delivery due | documents
. ; to delayed reciept /
c/Unit :
Div/Sec/U No alternate| communica
. In i tions
Delayed receipt/ copitngy
Outgoing  clerk
release of : :
I Div/Sec/Unit
communications;/ ot i
documents e o Designate
outgoing/incomi
alternate
ng Clerk
RISK ASSESSMENT: R RISK LEVEL RISK DESCRIPTION ACTION REQUIRED RPN
IMPACT: 1-Insignificant; 2-Minor: 3-Moderate; 4-Major; 5-Extreme 1-25 i Not Significant No further action required {Retain risk by in 3
LIKELIHOOD: 1-Rare; 2-Unlikely; 3-Moderate; 4-Likely; 5-Almost Certain 26-40 Not Significant Alert level but no further action required for n 2
DETECTION 1 - Very likely, 2 - Likely; 3 - Low, 4-Re =40 Significant Control (e.g.. Treat/Mitigate Transfer, Termin: 1
Risk Rating = Impact X Likelihood X Detection

CONTROLLED COPY
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RISK REGISTRY
(B) PROCESS RISK ASSESSMENT
DIVISION:  FINANCE AND ADMINISTRATIVE DIVISION - RECORDS SECTION
PROCEDURE: HANDLING INCOMING & OUTGOING COMMUNICATION/DOCUMENTS
PROCESS STEP (Based on T RISK ASSESSMENT RISK CONTROL PLAN
the procedure's key POTENTIAL RISK RISK TRIGGER QN m{ 9" | EXISTING RISK CONTROL MEASURE RISK LEVEL RPN(Risk |RiSK conTRow| ACTION PLAN
i egative) IMPACT LKELWHOOD | DETECTION | RATING | "\ SNS | priority NoJ AcTion | (frisk nr::lng] RESPONSIBLE |  TIMELINE RESOURCE
. Is significant
JINCOMING COMMUNICATIONS
Cannot be processed,|RMC No, 2017-28 DILG Xl
Lacking No Signature return to sender or|implementation of Quality| 3 4 2 24 L NS 2 NA NA NA NA NA
attachments/ Div/Sec/Unit take|Management System Under
deficient transmittal|Incomplete ] appropriate action the International 3 3 3 27 L NS 2 NA NA NA NA NA
Hecgived. Ehecks Lot Attachments Organization Standard (150
s Do [Recelving clerkIs__[Sick Deslgnation of Alternate 3 3 3 27 L NS 2 NA NA NA NA NA
Delayed routing Voluminous docs Delayed  action  of ;li‘\ljl":::f Mdvanice eseopy: 19 3 2 3 18 L NS 2 NA NA NA NA NA
concerned
Misrouting offWrong addressee from
Div/Sec/U
connii e | ortgm, oo Lo :::;‘;ZS Se:’;‘g‘?dmely ol 3 3 3 27 L NS 2 NA NA NA NA NA
cuments from Field [communcications
OUTGOING COMMUNICATIONS
Incidents of return|{Incomplete Integt] of DILG Check and Review the
of communications/|Attachments,  Wrong grity documents by the releasin 3 3 3 27 L NS 2 NA NA NA NA NA
services is at stake g
documents Addressee/Recipient ) clerk/sender
Volififeus Brown Out Use black Iup ISfP and Policy 3 3 3 27 NS 2 NA NA NA NA NA
Received, Checks, Logs on releasing o
and Route Documents Socyments Poor Signal lcommunications/documents 3 3 3 27 NS 2 NA NA NA NA NA
Mishandling o result in delayed action[check and  Review  the . -
communications/ |Due to personnel hand of concerned Division |5 4gressee. 3 & 3 19 ¢ A Ll NA NA NA
documents from|carried Follow up driver/ personnel
Div/Sec/Unit who hand carried the|] 3 3 3 27 L NS 2 NA NA NA NA NA
RISK ASSESSMENT: RISK RATING RISK LEVEL RISK DESCRIPTION ACTION REQUIRED RPN
IMPACT: 1-Insignificant; 2-Minor; 3- 1-25 Not Significant No further action required (Retain risk by informed decision) 3
LIKELIHOOD: 1-Rare; 2-Unlikely; 3- 26-40 MODERATE Not Significant Alert level but no further action required for now ]
DETECTION 1-Very likely, 2 - Likely; 3 >40 Significant Control (e.g.. Treat/Mitigate Transfer, Terminate) 1

Risk Rating = Impact X Likelihood X Detection
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